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ABSTRACT

Artificial Intelligence (AI) has been applicable in many sector (like educations, healthcare,

businesses, government bodies, etc) to lessen the human effort and to create an ease. All AI

based systems have decision support systems (DSS) to help human in all high-pitch and low-

pitch situation. As a support system many machines learning (ML) based algorithms helps

to make accurate decision according to situation, increase accuracy rate in data classification

and enhance the performance of systems. Explainable AI (XAI) has advance feature to en-

hanced the decision-making feature and improve the rule base technique by using more ad-

vance ML and deep learning (DL) based algorithms. In this research we chose e-healthcare

systems for efficient decision making and data classification, where quite massive data like

patients’ health record (PHR), hospitals confidential information, administrative data, research

data, physicians’ details, and many other. In this research work, we identify the existing gaps

in traditional AI and ML based algorithms for efficient e-healthcare systems and trying to over-

come it by using XAI and advance ML based algorithm Federated Machine Learning (FML).

FML is a new and advance technology which helps to maintain privacy for PHR and handle

large amount of medical data effectively. In this context, XAI along with FML increase the

efficiency and improve the security also of the e-healthcare systems. The performed experi-

ment shows the efficient system performance by implementing federated averaging algorithm

on open source FL platform. The evaluating graphs shows the accuracy rate by taking epochs

size 5, batch size 16 and no. of clients 5, which shows higher accuracy rate with (19, 10−4). To

conclude our research, we discuss the future work with still existing some gaps in e-healthcare

system like security, price, efficiency, performance evaluation and many other.
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CHAPTER I

INTRODUCTION

1.1 Artificial Intelligence (AI)

Artificial Intelligence (AI) is considered a branch of Computer Science Engineering, which

deals with the study of programming [1], computer intelligence systems and intelligent cre-

ations. It refers to intelligent computing concepts as human intelligence works [2, 3], where

humans are bound due to some biological processes, AI free from it. Either it about human,

animals or machines, AI is about all those studies which helps the world to face problems and

find appropriate solution for them intelligently. AI used to solve problems, error, defects in the

already existing systems. If we look into living lifestyle, AI provides an ease in daily living

as well. AI researchers are working to provide an easy method to help human, to reduce their

effort and perform all task by using AI based intelligent systems, which helps in problem solv-

ing and provide efficient decision-making method [4, 5]. AI is an effective evolution which

achieved processing methodologies by using advance computational techniques. AI is not typ-

ically bound to provide simple generic pattern for problem solving [6], it helps to provide most

possible combination to get accurate results and doesn’t stick to particular human intelligence.

In modern time, evolution of AI is considered as an amazing intelligence in this era.

AI has been made to lessen human effort and processed large amount data, which human

unable to process efficiently. A programmed and intelligent systems have been designed to

made computation, decision, and increase accuracy rate, by reducing time consumption and

complexity. According to many studies, AI based systems are more efficient. Due to advance-

ment and implementation of AI in real world [7], it becomes applicable in all sectors as shown

in figure 1.1.

Figure 1.1: Applications of Artificial Intelligence (AI)
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AI works by managing large data and perform fast processing, higher accuracy algorithm,

easy detection methodology and allows feature to extract at great extent. AI considered as a

broader field including theories [8], methodologies [9], technologies as well as machine learn-

ing algorithms which helps in efficient decision making and fast data processing. Here figure

1.2. shows the AI based architecture which helps in decision making processing and solving

complex problems.

Figure 1.2: Concept of Artificial Intelligence (AI)

In easy terms, AI is the capability to compete with cognitive process (human intelligence),

also AI is the name of adaptability of human like activities[10]. AI performs task with higher

accuracy rate, efficiency, productivity of entire system. Many AI researchers are working to

implement AI based system in practical fields to input values and get adequate results in re-

turn. Apart form all this, AI has been implemented in many fields like healthcare [11], gaming

[12], speech recognition [13], voice conversion, automotive [14], finance, aerospace [15], gov-

ernment bodies, vision systems, defence and many other. To design AI based expert systems,

many practice is acquire to justify its end users. Installing AI devices to get identifiable result

for complex task by using algorithms in computer and implement it. According to technology

and algorithmic behaviour AI has been categories into following branches, present in the figure

3. The figure represents the taxonomy of AI branches and its sub-branches on the basis data

classification[16]. Let’s acquire the major categories of AI and its information.

In this research work, we mainly focus on healthcare industry. AI has great impact on

2



Figure 1.3: Taxonomy of Artificial Intelligence (AI) and its branches

healthcare sector by its advance and intelligent inventions. With the help of AI and strong

machine learning (ML) based algorithms more tools for clinic sector becomes available to pro-

duce better result and performance. It helps to improve the diagnosis, researches, data handling

providing privacy and security to patients’ sensitive information. Amongst all sector where

we can implement AI technique, healthcare [17] considers more sensitive and important be-

cause human life related to it. According to many recent researches, AI and ML algorithms

helps in efficient and quick decision making, solve complex medical issues, maintain privacy

in patient health record (PHR) [18], maintain privacy and secrecy through advance crypto-

graphic and data classification algorithms. On the same time, most of the algorithm are too

complex which can be explained to human easily, such type of algorithms named as ‘Black

Box Algorithms’[19]. According to some researches AI is much more efficient for healthcare

sector like for diagnosis, clinics, emergency rooms, medical research centres, for physician,

Administration, database centres, operation theatres, pathology department, laboratories, pal-

liative care centres, and many more. Now many algorithms have been designed in radiology

sector to detect and treat tumours. Though, AI made many advancements in medical field, it

takes many decades to replace human. The process AI adaptation in e-healthcare system [20]

illustrated through the following table 1.

In today’s world AI provide many advantages to human in all sector either it is education,

healthcare, businesses, government, military, aerospace, smart cities, or many other. It has

many disadvantages like due to rapid development in AI, every individual losing its private

3



Table 1.1: Application of AI in Diagnosis and Prediction

Diagnosis and case identification Prediction
Analysis of
Waveform

Obstetrics – fatal heart rate monitoring Cardiovascular Risk

Neurology – diagnosis of Alzheimer’s disease Survival of Breast Cancer
Analysis of
Image

Pathology – detection of lymph node in breast
cancer (metastases)

Colorectal cancer

Dermatology – identification of tumours, fungal
infection and skin cancer

Non-small cell lung cancer

Ophthalmology – detection of diabetes and
grading of macular degeneration

Admit in hospital due to heart
disease

Cardiology – identification of coronary syn-
drome, heart failure status

Utilization of primary care

Radiology – mammography and X-ray to diag-
nosis of pneumonia

Sepsis in ICU, emergency de-
partment

Analysis
of E-health
Record

Prediction of central-line infections and mortal-
ity, detection of sepsis in the emergency, diag-
nosis of breast cancer, Heart-attack identifica-
tion and patient phenotype analysis from ICU
data, Extraction of autopsy report form death
record of patients

Treatment of Social Anxiety

space and no secrecy element left in our daily life. As AI advances it becoming more dangerous

and making human being lazy at it makes human lazier and tension free. In the figure 1.4. We

try to illustrate some basic advantages and disadvantage of AI in today’s world scenario.

Figure 1.4: Advantages and Disadvantages of AI in today’s world

4



1.2 Gaps in AI

Healthcare is a sensitive sector, where large amount of data or information needs to be handled.

Though AI makes remarkable advancement in healthcare specially in radiology and clinical

trials. But the main question which rises in researchers mind are:

• How can we handle massive amount of medical data?

• How medical or PHR can be secure and maintain secrecy?

• How PHR can classify with higher accuracy rate and reduce management cost?

In todays’ healthcare systems, there are many challenges [21] like classification of medical

data, handling errors and injuries, data availability, changes in professional working, sensi-

tive patient information, privacy policy, rules and regulations, effective decision power, higher

accuracy rate, authentication and authorizations, and legal provisions. All AI based research

centers are working to make AI more advance and user friendly, especially which are easy to

understand for human. In any sudden situation expertise doesn’t require to cope with situa-

tion. By keeping in mind all the challenges and issue in existing or traditional AI technology

and advanced version of AI has been developed, named as Explainability Artificial Intelligence

(XAI).

1.3 Explainable Artificial Intelligence (XAI)

Explainable AI is an advance methodology which helps every single human to understand the

solution by adaptation of ML and AI techniques. Basically, XAI is a contrast of ’Black Box’,

which is used in ML [22]. In this situation, programmer or designer of the system unable

to elaborate why AI based system to some specific decision. On the other hand XAI, helps

to provide most possible solutions to easy understandable. Here, the figure 1.5, shows why

explianability becomes the foundation of AI.

Figure 1.5: Explainability in AI
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There some basic and important reason why we choose XAI in our research as a decision

making tool. It helps to improve the decision readability for human beings. It helps to just jus-

tify the decision which system made and XAI justify the decision made by system. In today’s’

world, the basic debate about AI is how it can be explainable and how its system or model

design for the proper working. The part where XAI technique is implemented, its core design

is shown in figure 1.6, as an integral part, which attached to the system with higher accuracy

and better decision making power. In XAI some popular methodologies has been proposed:

[23] better data understanding (visually showing different features), better model understand-

ing (visually neural net activation), better understanding of human psychology (adding human

behaviour detection model in system). Though, DARPA 1 has been designed their systems

based on XAI algorithms for better future of AI and ML systems. Why we need explainable

system? this is the question , which should be answer at the time of system designing. In

our research work we choose XAI based model for better decision because e-healthcare is a

sensitive and human life dependent system. The proper diagnosis and its treatment is first and

foremost obligation in medical sector for practitioner and physicians as well.

Figure 1.6: Now and Tomorrow: AI and XAI based model

According to author in study [24], explained the ability of decision making in AI, which can

be easily understandable by human, in a broader term that how every single connected users

interact and understand the decision making applications. Every client have their own different

perspective and view point about the term explain-ability. In the field of research every scien-

tist and researchers much interested about the explainability model and its algorithm, medical

physicians concerned about the efficient diagnosis and clinical decision. Another term which is

closely related to the concept of explainability is ’interpretation’. Explainability related to the

1https://sites.cc.gatech.edu/ alanwags/DLAI2016/(Gunning)%20IJCAI-16%20DLAI%20WS.pdf
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prediction by interpretability in every case scenario [25], whereas interpretability is rendition

of learning model during training process. Futher on, there are 2 methods used for decision

making: Intrinsic and post-hoc. In intrinsic method the decision is made without the interfer-

ence of any additional data or source of information. In intrinsic method following techniques

has been used: linear regression, k-nearest, bayesian model, DT, rule based learning model.

According to the hierarchy, DL is a subset of ML, ML is a subset of AI and XAI lie within the

umbrella of AI and its has intrinsic methodology named as ML. Here figure 1.7, illustrate the

relationship between AI, XAI, ML, DL, and FML.

Figure 1.7: Relationship between AI,ML, XAI, and FML

In post-hoc method, includes multiple other techniques for classification and data handling:

Shapley Additive Explanation (SHAP) [26], Principle Component analysis (PCA) [27], Class

activation mapping (CAM) [28] and gradient weighted class for activation (GRAD_CAM)

[29]. According to the authors in studies, post-hoc methodology categorised into further sub

classes: attention mechanism, text explanation, dimension reduction, explanation by examples,

restricted NNA (neural network architecture), feature extraction, explanation by simplification

and lastly local explanations. The taxonomy of XAI based branches are shown in figure 1.8. For

the practical evaluation of XAI based systems still not exist, only theoretical based approaches

has been used to deploy XAI in near future with proper physical integration.

1.4 Machine Learning (ML)

Machine Learning is a branch of AI, and making many wonderful advancements in every field.

As, everyone looking for AI in everything, there is a fast emerging trend to adopt AI based

7



Figure 1.8: Taxonomy of XAI methods: Intrinsic and Post-hoc methodologies

large, complex and high speed systems [30]. As time passes more pressure has been loaded on

AI invention to produce more powerful and innovative systems or model to compete today’s’

world. The main focus is on the integrated circuit which helps to computer architecture and

AI based application more strong[31]. Conventionally, human experts designed computer ar-

chitecture or system, where a lot of expertise and ML knowledge required. Although, these

design contain many problems like optimisation, scalability, specially in complex systems. So,

to overcome such issue, computer design and system architecture adopted automated and ad-

vance methodologies to recreate a strong relationship between MLA and designs. Since few

decades, architecture of ML [32] keep updating and optimised the performance of ML models.

Here the figure 1.9, shows the general workflow of MLA. Machine learning algorithms runs

8



on the raw datasets of any selected department (like healthcare record, sign-in record, images

or numerical values to predict any thing and many other). The input dataset processed to get

attributes of the data (means features which work with MLA). When feature extracted, class

labels categories into three: training, validating and testing of datasets. In training phases,

some specific portion of dataset selected for training purpose and create classifier model. Then,

validation phase, work on the performance of trained dataset (validation can be many type

like cross validation etc.). and then remaining dataset sent for testing phase, which test the

performance of system and calculate the final outcome and generate output.

Figure 1.9: Architecture of Machine Learning (ML)

During the last few decades, machine learning (ML) and artificial intelligence (AI) has

been made huge progress. In ML algorithms, data or datasets has been trained or test to get

accuracy rate and to predict better outcome [33]. Machine learning algorithms (MLA) has

been applicable in almost all fields: healthcare, military, business, education, social media,

government bodies, security, privacy, and many more. All areas where application of MLA

evolved, a large number of problems has been solved. The combination of AI and ML has been

made healthcare industry more effective, efficient, and improves its performance, whether its

diagnosis, treatment, clinical appointments, laboratories or any other issue [34]. As the main

concern of our research work is to implement better algorithms and framework of AI and ML

in healthcare industry, so take it from healthcare, medical and patients perspective. Machine

learning (ML) is a branch of artificial intelligence (AI), where combination of both algorithms

create a predictive power in data management [35]. Mostly, ML deals in the statistical data of

computers and used statistics based methodologies specially to work in medical industry. MLA

has been categorised on the basis of data type and further classified into four main branches:

supervised, un-supervised, reinforcement and recommended systems. The detail taxonomy of

ML, its branches and its sub-branches has been presented in the figure 1.9.
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Figure 1.10: Taxonomy of Machine Leaning (ML) and its branches

In healthcare industry, an effective management of public and private healthcare, is an im-

portant data processing task. Every healthcare organization divide its management [36] into

main categories: screening /diagnosis (which depends on the data classification of previous

case history, detection and plans) and monitoring/ treatment (which depends on planning, re-

covery and future outcomes). MLA has potential to improve decision making by testing and

training of its raw data, which leave strong impact on patients and healthcare systems too. As

the technology advances, researchers works on ML domain to improve the expert systems per-

formance. Many ML learning algorithms has been proposed to deal with type of data [37] (data

types maybe: statistical, images, voices, sensors, document, and many other). All algorithms

has been designed to overcome the flaw of previous algorithm, as the technology advances the

data learning model has been proposed (like SVM,CNN, ANN, KNN, linear regression, de-

cision tree and many other). Though machine learning has made remarkable inventions and

working in the medical but side by side its has advantages as well as dis-advantages [38]. The

figure 1.11 represents the main pros and cons of ML on the basis of system efficiency, perfor-

mance ,security and data classification.
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Figure 1.11: Advantages and Disadvantages of ML in today’s world

1.5 Gaps in ML

Though ML has made remarkable advance in many fields, but when we talk about healthcare

industry where sensitive information or data involved. It requires more security and high data

handling methodologies [18, 39]. Where every single connected device to main server is secure

and manages PHR with satisfactory outcome. The main question which arises are:

• How can large amount of data handle efficiently on local and global servers?

• How patients sensitive information be secured to every single connected device?

• Is adopted algorithms provide low battery consumption, take less time and improve sys-

tems performance?

Since last many yearns, machine learning (ML) has been advance data processing on a

wide scope. The traditional or classical architecture of ML has been modified time to time

to adapt according emerging technologies. The changing trends make ML design challenging

[40], main of them are: data handling, privacy /security, data sharing, data training at

central server or main server and many others. To overcome such challenges, Federated

machine learning algorithms (FMLA) has been introduced which make data handling more

easier and training process as [41]. In FML, data trained at local servers in-spite of main or

central server, which helps to provide more security to data and cloud. Distributed machine

learning algorithms (DMLA) handle many and different datasets, the main challenges id can

it be handle at larger scale, which is the biggest limitation of traditional machine learning

algorithms [42, 43]. Therefore, to cope with such situation, a new advancement has been made

in the field of AI is the Federated Machine Learning algorithms (FMLA). In our research we

are trying to implement FMLA in healthcare industry [44] to handle large amount of data at
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wider scale and provide more security to data and healthcare systems are local level instead of

global or main server.

1.6 Federated Machine Learning (FML)

Now-a-days, Federated Machine Learning (FML) consider as better solution for XAI, which

enhance the performance and efficiency of healthcare systems [45]. It helps to manage PHR

more efficiently on main cloud or global servers, with less chances of security threats during

uploading/downloading and data accessing. As far as security and data handling concerns it

helps to increase the accuracy rate [46]. It help to handle multiple risks like data handling, login

credentials, data sharing, securing connected devices [47]. In healthcare industry still av lot of

changes needs to be done, which FMLA tries to overcome some how. The main departments in

healthcare industry( pathology, laboratories, emergency unit [48], operation theaters, radiology,

neurology, medical record centers, clinics, oncology, research centers and many other) can be

improved by implementing FMLA.

Federated machine learning (FML) is basically a distributed machine learning technology.

The basic concept of FML is: training of ML based models with distributed nodes and local

system [49] data under federated learning. FML is basically a global model which maintain

large amount of data and maintain its model by handling them. FML model assigned to resolve

many ML problems with higher accuracy rate and efficiently. The figure 1.12 represent the

general architecture of FML algorithms and its working. Data from multiple nodes or sources

come to a single system. According to FMLA, every single node handle data against same

identity and work according to that data sharing strategy. In this hierarchy, three main compo-

nents are connected to each other: users, federated model, and data sources. By studying the

Figure 1.12: General Architecture of Federated Machine Learning Algorithm (FMLA)

background of FML applications, we can categories the application of FMLA in further 4 parts:
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privacy, data distribution, communication framework, and models. The categorized dimension

contain some basic factors in existing FML and in consideration. These can be used to design

the taxonomy and architecture of FML as shown in figure 1.13.

Figure 1.13: Taxonomy of FML Applications

In traditional ML and FML the properties for selecting datasets are different for each other.

In ML every single connected systems the processing power is equal while in FML the most of

the time data come from un-identified source, which vary in quality and diversity, that is due

to multiple hardware specifications and devices or nodes for training process. On the basis of

data distribution FML categorised into three types: Vertical, Horizontal and transfer federated

Learning.

In FML networking architecture, it categorized in centralized and decentralized networks.

(1) In Centralized networking model, all connected nodes or clients updates their model model
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at initial stage before sending to the global model. At main central server these updated model

has been aggregated to communicates back to its own client. Just for an example, in hospitals

all single systems updates their model at initial stage and then send it to main server room for

aggregation or updation. The centralized architecture contains more risk due to the malicious

attacks and eavesdroppers. It required high rate of processing power and more bandwidth

to communicate efficiently. (2) In Decentralized networking model, no independent model

learning procedure includes, just connected clients update model and receives the aggregated

update to their local systems. A cryptographic algorithms has been used to make the process

secure and maintain privacy in data aggregation. In our research work, we choose FMLA for

data classification model, security model and for better system performance.

In healthcare sector, most of the hospitals are using AI methodology to work efficiently and

effectively. In existing AI based healthcare system contains challenges like data classification,

injuries and errors, data availability, bias and inequality, professional realignment, sensitive

data, privacy regulations, term and policies and many more. Modern health systems require

cooperation among research institutes, hospitals, and federal agencies. Moreover, in a pan-

demic like situation, collaborative research among countries is vital but not at the expense of

privacy. FML makes the cooperation possible because it can ensure privacy. In a federation

of healthcare, there is probably no central server. So, another challenging part is the design

of a decentralised FLS, which should also be robust against malefactors. In this manner, XAI

and FML considered as an efficient and effective technology. To overcome the above mention

issues and challenges, XAI and Federated machine learning has been studied and discussed. It

will help us to provide better version of secure, protected and efficient healthcare system

1.7 Scope and Limitations

The scope and limitations of our proposed model are as follows:

1. Our proposed model can easily helps to increase the efficiency of the e-healthcare system.

2. Our proposed model can reduce the error detection rte and increase the accuracy rate

with high density.

3. Our proposed model can boost the speed of data evaluation in training and testing phase

with less time consumption.
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4. Our proposed model tries to overcome the shortcoming of the previous researches.

5. The only limitation in our proposed model it can hardly identify the irregular access of

the e-healthcare systems.
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CHAPTER II

LITERATURE REVIEW

In e-healthcare system, the smart technology has been adopted to facilitate the patients and

make an ease in diagnosis and better treatment procedure. Now-a-days, AI, ML, DL and FML

makes an advance changes in healthcare and become main element of systems, to check and

to treat patients. So, the main task for researcher and programmer is to implement these tech-

niques in e-healthcare physically. The following table 2.1 represents the AI techniques and

their application in e-healthcare systems [50].

Table 2.1: Application of e-healthcare and its their purpose

Ref. Applications Purposes
[51] Detecting and Analysing

Diseases
One of the critical uses of machines is to diagnose
disease correctly

[52] Medicine manufacturing At initial stage identify medicine, prescribe by us-
ing machine with high-low dose and then design
for forecasting

[53] Special medicine for Spe-
cific disease

machine which recommend medicine according to
patient’s condition and its adverse or positive ef-
fects

[54] e-Health record large, private, secure and encouraging platform by
using advance machine to handle it efficiently

[55] Medical Research centers It depends on machine which make advance med-
ical research on the basis of medical history of
patients by taking permission from the concerned
person

[56] Data over-sourcing The advance machines are required to handle over
flow of medical records, in-going and out-going
medical data

[57] Advance disease predic-
tion

Machine and advance learning systems to predict
the condition of patients before it getting worse or
getting cure

[58] Image processing Intelligence machinery to diagnose the stage of
disease to meet the borders, and expanding the ex-
plore by diagnosing from different clinical image
data
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2.1 Artificial Intelligence (AI) to Explainable Artificial Intelligence (XAI)

In 2004, the first ever explainable artificial intelligence (XAI) system has been designed [59].

The general and main purpose of XAI is to make AI based systems more easy to understand

and close to human understanding model. Though, XAI has no proper definition, which shows

clarity in term of its terminology. Few word from this concepts are: transparency of systems,

interpret-ability and most important among them explainability. All of these have different

meaning in its term [60, 61]. The term ’interpret-ability’ refers that how a model can be inter-

preted and understood, it can also be used in the context of explainability. While transparency

shows that how the model show its working without any flaw. It includes training procedure,

analysing distribution of training data, codes, explaining features of data and algorithmic clar-

ity that how the model keep working. Among them all explainability have main reason, it helps

in decision making [62]. Therefore in our research work we mainly focus on ’explainability.

or ’explainable artificial intelligence (XAI)’. The table 2.2 shows the latest work of XAI by

following the concept of explainability.

Table 2.2: Adaptation of XAI model in latest studies (Literature Table)

Ref. Years XAI Adaptability Method
[63] 2022 A Book: On XAI models having interpret-ability, transpar-

ent and agnostic methodologies
[64] 2021 A detail survey on XAI, with codes and referencing toolkit
[65] 2021 A taxonomy of XAI based survey which shows some exam-

ples and extensive future directions
[66] 2020 Using table mapping properties in extensive surveys
[67] 2021 The XAI systems for designing and survey on metrics
[68] 2021 Detail taxonomy of XAI metrics with methods
[69] 2020 Extensive collection of XAI and responsible AI
[70] 2020 XAI: Introduction, variety of examples and standard

methodology
[71] 2020 A review and taxonomy: local/global explainability by us-

ing back-propagation and perturbation methodologies
[72] 2019 Vast collection of variant XAI concepts, examples and met-

rics
[73] 2018 An extensive survey based on XAI technology having liter-

ature of around 381 research papers
[74] 2018 A detailed survey on XAI methodology containing refer-

ences for special issue surveys

In e-healthcare industry, AI plays a magnificent role by using machine learning algorithms

and deep learning techniques to diagnose and for treatment. The medical experts has been
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transcend, by using DL to get higher accuracy rate. Though, the black-box nature of DL model,

limitize the explainability and deployment models in e-healthcare. Though, many researchers

come forward with the concept that traditional AI based model helps to increase accuracy

but the concept of explainability left behind, which is not right AI model. In successful AI

based model higher rate of accuracy and explainability comes together, and then the concept of

XAI has been created to deal with both of them specially in e-healthcare industry. In medical

domain before the practical implementation of AI model, it should be understandable for the

correct diagnosis. Therefore, the motivation behind the concept of XAI is ’explainability’. In

this research, we review some of the research papers, where XAI has been used for diagnoses

and treatment of diagnosed diseases. The table 2.4 show the detail comparison of the latest

research, where AI based algorithms has been used in medical research, which motivated us to

do research on XAI with advance ML algorithms for the betterment of e-healthcare industry.

Table 2.3: XAI based Healthcare Application for Diagnosis and Prediction

Ref. Years Detection AI Algorithms XAI Algorithm Methodology
[75] 2021 Allergy KNN, SVM, C condition-prediction Rule based
[76] 2021 breast cancer clustering adaptive reduction

dimension
reduction

[77] 2021 spine SVM, binary ran-
dom forest

LIME agnostic ex-
planation

simplification

[78] 2021 Alzheimer 2-layer with random
forest

SHAP, using fuzzy
inference features

rule based

[79] 2021 hepatitis linear regression, K-
nearest, SVM, ran-
dom forest

Partial Dependence
Plot (PDP)

simplification

[80] 2021 chronic
wounds

CNN model LIME simplification

[81] 2021 Fenestral oto-
sclerosis

CNN model, Logi-
cal Neural Network
(LNN)

Deep visualization
representation

visual expla-
nation

[82] 2021 Lymphedema multi-granularity-
graph (CMGE)
model

Graph neural net-
work

neural net-
work architec-
ture

[83] 2020 clinical entity aware CNN Bayesian networks Bayesian
model

[84] 2020 Glioblastoma
multi-fome
(GBM)

VGG16 LIME explanation simplification

After the detail survey of all recent researches, it is examined that ML and DL algorithms

consider as an optimising answer for XAI based medical applications or systems. There are no
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Table 2.4: XAI based Healthcare Application for Diagnosis and Prediction

Ref. Years Detection AI Algorithms XAI Algorithm Methodology
[85] 2020 Pulmonary CNN VInet, LRP, VBP visual expla-

nation
[86] 2020 Alzheimer Naive Bayes, Gram-

matical Evolution
CFG rule based

[87] 2020 lung cancer NN, random forest LIME, Natural lan-
guage processing

simplification,
text explana-
tion

[88] 2020 brain injury k-means, clustering,
Gaussian

clustering feature extrac-
tion

[89] 2020 Covid-19,
chest x-ray

CNN model GSInquire Restricted
NNA

[90] 2020 Colorectal
cancer

CNN explainable cumula-
tive FIS

visual expla-
nation

[91] 2020 Thyroid Neural Networks CAM Visual Expla-
nation

[92] 2020 Psychiatric
disorder

DNN, White matter EDNN Visual expla-
nation

[93] 2020 Parkinson dis-
ease (PD)

CNN LIME explanation simplification

[94] 2020 Surgery XGBoost validation SHAP feature resem-
blance

[95] 2020 surgery SVM Virtual assistance feature resem-
blance

[96] 2019 Hospital
discharge
information

Linear Reg., Ran-
dom forest, MLP

LR, LIME Simplification

[97] 2019 breast cancer KNN, distance-
weighted KNN

CBR explanation
through exam-
ple

[98] 2019 Alzheimer Random forest,
SVM,Decision tree

SHIMR rule based

[99] 2019 Surgery FCN CAM Visual expla-
nation

[100] 2019 Laparoscopy CNN Map’s activation Visual Expla-
nation

[101] 2019 Surgery CNN Saliency Map, Im-
age extraction

Explanation
through exam-
ple

currently that enhance scheme available, which helps in all healthcare domain at once. Most of

the time its totally depends on the size of data, type of data and some other factor. To solve such

problem, in our research work we trying to adopt advance machine learning model to handle

large data, make system’s performance better and also along with improve the security element.
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2.2 Machine Learning (ML) to Federated Machine Learning (FML)

Recent studies on federated machine learning (FML) [102] and its implementation in e-healthcare

classify FL into two types: Data Classification and Data segmentation. Which is presented in

table with proper categorization of recent researches. Classification: In healthcare industry,

data classification is the main task to handle with. In MLA, many approaches has been used

to to classify data and manage them in multiple classes. Whereas in FML there are few data

classification types used in e-healthcare: diagnosing cancer, Covid prediction, emotion detec-

tion, autism disorder detection, alol types of tumor detection, chronic disease detection, patient

hospital record handling, and many other.

Cancer diagnosis: According to many recent studies it has been observed that FML has

been deployed to diagnose cancer for ML application for diagnostic. Like, in [103] author

proposed a CNN based data classifier model to detect benign or malign stage of thyroid. HE

used 8457 images of ultrasound to perform experiment and apply FMLA for getting higher

accuracy rate with 97%. Similarly, the author in research [104] proposed MLP model with

FML implementation to diagnose lung cancer and classify the data by using advance algorithm.

The proposed technique enhance the rate of accuracy 92.8% for diagnosing cancer. According

to [105], the author used raw medical data based on multiple images, without violating the

rules and privacy of FMLA. The image translation use CycleGAN model and achieved higher

accuracy rate 99% by using 8 nodes data for training and apply ROC-curve diagram to represent

it.

Covid-19 diagnosis: For detecting Covid-19 positive or negative by examining images

data(collected from various medical centers), helps to crate a model by keeping security of the

data. By adapting such methodology many e-healthcare record center enhanced the perfor-

mance of framework. Like, In [106] author performed experiment by using FMLA to diagnose

Covid-19 by using images data and classify them. The proposed result showed that SGD and

GAN framework optimized the accuracy rate with 98.03% and detect less loss rate as compared

to MLA. Similarly, in [48] author used FMLA to train dataset of different hospital. For training

dataset has been collected form one hospital of one country (China) and for validating collected

dataset from other hospital of other country(Germany). This research proposed to detect the

anomalies from the medical record of almost 132 patients and classify them to achieve accuracy

rate of 83.12%. According to research [107], the author proposed a FML based model to diag-
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nose Covid-19 by using images data of X-ray and CT-scan. The author proposed CNN based

model to detect Covid-19 positive or negative. After performing experimentation to classify

data, the accuracy rate was 95.27%. Likewise, in [108] author proposed an FML based algo-

rithm to detect the side effects of Covid-19 (diagnosed Pneumonia). It generates a data training

model by considering the privacy rule of FML. To overcome the challenges of Covid-19, GAN

based framework deployed to compare the performance of simple FML and GAN based FML

with accuracy rate of 94.11%.

Activity and Emotion diagnosis: In the field of data security and system efficiency, IoHT

along with FML is an advanced solution for the privacy of medical record and designing a

model to detect emotions and activities of human being. Likewise, according to research [109],

the author proposed a framework where DNN has been used to detect activities of human

being like : walk, sitting, looking, standing etc. Then author proposed a research where CNN

model has been used with transfer FML to train and achieve accuracy rate 99.4%. According

to [110], author used FML for cloud infrastructure to maintain privacy of the database servers

and monitoring the smart applications during Covid-19 pandemic. An AE based model has

been proposed to divide the healthcare connected devices into 5 different layers. The proposed

framework achieved 95.14% accuracy rate after performing the experiment. Then, in research

[111] author used FML to detect facial expression and voice signal of patients in healthcare

sector. A dataset based on facial expression has been used and FMLA deployed and AE based

framework model for secure data classification. After performing the experimentation the 88%

accuracy has been achieved.

Mortality diagnose: In e-healthcare systems, FML plays a remarkable participation to

diagnose the mortality of patients, by using predictive model which helps the physicians to

treat patients. According to research [112], the author used FMLA to detect the severity level

of patient’s condition and calculate the medicine dosage, and time duration of staying in ICU.

Then AE model has been used to categorise the patients into multiple communities on the

basis of IDs and non-IDs patient. On the basis of this division the trained trained to calculate

the accuracy of performed data classification. The performed experiment achieved accuracy

with 69.13&. According to [113] the author mentioned in study that FML algorithms helps to

diagnose the heart rate of patients and predict the future. For this model SVM classifier has

been used along with FML framework environment. The proposed model achieved 77.47%

accuracy rate after experimentation. In [114], the author proposed a MLP and FML based
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model to diagnose the mortality of the patients in hospitals. The author performed experiment

and compare the results of FML model and centralised model and get 97.7% accuracy rate.

According to author in [115], the study stated that FML and MLD based model has been used

to detect the mortality of Covid-19 patients in e0healthcare systems. The proposed model

showed that it maintain the privacy of patient record as well as increase the level accuracy with

82.9%rate.

Other domains diagnose: Other than mentioned areas of healthcare, FML also helps to

diagnose many other disease and classify them with high level accuracy rate. According to

author in [116] studied that distributed FML along with NN model will collect data from all

IoT based connected nodes in healthcare. An D-FML helps to diagnose sepsis disease and

provide most possible suggests to cure them. Also, in [117] author proposed a FL framework

to diagnose ASD for MRI analysis.

Segmentation: of medical images or image based records is an essential part in diagnosis.

It is a process to select a area of interest through which medical diagnosis performed. Medical

image based record collected in many forms like: MRI, CT-scan, X-rays and others. There are

many researches where FL has been choose to performed operation on medical image data for

segmentation (for brain tumor [118], Covid-19 detection [119, 120], cancer diagnoses [121]

etc.).

Table 2.5: Summary of FML models in e-Healthcare systems

Domain Data Type Algorithm
Classification ASD or HC f-MRI CNN

Cancer (Prostate, Thy-
roid, Lung cancer)

MRI, Ultra-sound,
radon data

GAN, CNN, MLP

COVID-19 X-ray CNN
Human activity Wearable device LSTM
Emotions Sensing device CNN
Patient’s Admission de-
tail

EHR SVM

Mortality Palliative care MLP
Sepsis disease EHR DDQ-Net

Segmentation Brain-tumor MRI U-Net
COVID-19 3D Chest scan 3D U-Net
Cancer MRI 3D AHN
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2.3 Data Aggregation

In FML, local model has been aggregated at global server in an important step to secure and

train the data. After aggregation a learning model has been generated by considering the local

parameters of every single connected note by using FML processing. To enhance the security

and accuracy rate global and local parameters has been combined to get results. According to

many studies, data aggregation helps to enhance the security by classifying before combining

parameters globally, and imply an algorithm which helps to increase the accuracy rate. Accord-

ing to [122], the author classify local data models by using concept of uncertainty, it will train

only local data model instead of global models to get higher accuracy by using aggregation

algorithms. Then, by checking the local model quality by sending data to global model for

aggregation, which defines the threshold property of model. The proposed approach helps to

increase the accuracy rate after training. Similarly, according to [123],the proposed a matrices

model which quantifies the data from every single model and aggregate them. This methodol-

ogy helps to reduce network need and increase rate of accuracy.

According to [124], perform the evaluation on metric which shows improvement on global

model by using parameters of learning model. The data aggregation model will perform ag-

gregation only on those model which have higher accuracy rate. Similarly, in [125] propose

a scheme where model will check those number of clients who contribute in training process

globally. Local nodes will work only if the global model accuracy rate guaranteed. Along with

it, all those local model which consume more time in training process discarded. Then, in [126],

author proposed a methodology where labelled and un-labelled dataset is available for training

. Connected nodes will employ the FML model to get pseudo-code of un-labelled global FML

model. By using the data aggregation methodology many other researches uses, evaluate and

proposed an optimised version of FML aggregator. According to another study [127], used at-

tentive framework to select parameters for global training model to classify them. In outcome

the gradient descent model perform the aggregation on global model. Then in [128],the author

examine the divergence issue, which occurs during aggregation process in FML and increase

time consumption and lessen the accuracy of model. An optimised solution has been proposed

in this research that among all connected nodes increase the entropy of activation.
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CHAPTER III

PROPOSED METHODOLOGY

3.1 Problem Statement

Though AI and ML has been considered as a remarkable invention of computer sciences, still

contains challenges and issues now-a-days. In healthcare sector, most of the hospitals are

using AI methodology to work efficiently and effectively. In existing AI based healthcare

system contains challenges like data classification, injuries and errors, data availability, bias

and inequality, professional realignment, sensitive data, privacy regulations, term and policies

and many more.

Modern health systems require cooperation among research institutes, hospitals, and federal

agencies. Moreover, in a pandemic like situation, collaborative research among countries is

vital but not at the expense of privacy. FML makes the cooperation possible because it can

ensure privacy. In a federation of healthcare, there is probably no central server. So, another

challenging part is the design of a decentralised FLS, which should also be robust against

malefactors. In this manner, XAI and FML considered as an efficient and effective technology.

To overcome the above mention issues and challenges, XAI and Federated machine learning

has been studied and discussed. It will help us to provide better version of secure, protected

and efficient healthcare system.

3.2 Research Questions

The proposed research is predicated on the following research question:

• What are the gaps in existing XAI and ML approaches?

• Why healthcare systems need efficient and secure system?

• What algorithm improves the performance beyond ML?

• What data security framework and algorithm required to make efficient decision?
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3.3 Research Objectives

Based on the problem statement, the present research aims to supply the approaches that can

increase accuracy rate in data classification and security algorithm by using the XAI interface

and FML model to make healthcare system more efficient. During this research, most charac-

teristics will be:

• To enhance the efficiency and secure the data aggregation model by using FML

• Increase the performance of e-healthcare systems without decreasing the accuracy rate.

• To enhance the decision making system more strong and accurate.

The main objective of this research work is to enhance the performance of e-healthcare

systems by using XAI based framework and implementing FMLA for data training and testing.

The propose framework mainly emphasize on the better data training and testing with higher

accuracy, lowest error rate and security of cloud by using data aggregation theorem in FMLA.

And for testing and training our proposed federated learning algorithm we use Google Collabo-

rator for performance evaluation which show the accuracy rate, time consumption, and number

of epochs rounds.

3.4 Research Contribution

This thesis research discusses the following:

• We researched about the application of AI and ML in healthcare industry, on the basis of

existing work we identify some gaps in existing models.

• We identify most possible solutions of AI and ML in healthcare industry for better and

efficient decision making process.

• We proposed a XAI based decision making flow chart, which helps the physicians in

accurate decision making.

• We proposed a FML based model training flowchart of single connected node for data

aggregation.
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• We proposed an optimised data aggregation algorithm for efficient and secure data train-

ing on global servers.

• We perform computational proof of security by using Diffie-Hellman problem to enhance

the security of system.

• We perform experiments on MNIST dataset using open source framework to show the

working of FML secure aggregation algorithm.

• We perform 4 experiments in our research to compare our results with already existing

FML and ML architectures.

• Finally, we conclude our thesis our with future directions and challenges of FML and

XAI.

The main Idea of this research work is to adopt two more efficient methodologies to make

e-healthcare systems more efficient and secure. The impact of FML and XAI is quite huge in

e-healthcare systems. In our proposed model, the system will work more efficiently by passing

from training phase, which helps to make decision more efficiently. The model for prediction

make lower latency in the architecture. In e-healthcare systems, becomes more efficient and

secure in the context of patients, doctors, pharmacists, researchers, and laboratory. And most

important amongst all data privacy and security enhancement. Federated machine learning

(FML) is an advance form of machine learning which helps to improve the performance of the

system. FML allows multiple XAI based systems to share data with higher security model.

In the training phase, it train every single connected node to train its data locally and then

transfer trained data model to main central server for data aggregation, to get final aggregated

or processed data, which becomes available to every connected system afterward. This process

complete its as much as required iteration to complete the processing. The figure 3.1. Shows

the architecture of XAI-FML in healthcare sector.

In Healthcare system, XAI-FML plays a significant role to enhance the performance, decision-

making power, critical analysis of human life. Medical information contains personal informa-

tion, which includes name, gender, age, and address, physical health, reports, and the leakage

of these information may cause serious risks to patients. Though the data of patient is stored

on cloud servers, and attackers can launch various security attacks, such as data confidentiality,

privacy, and integrity attacks, which will pose a serious threat to patients. Many organiza-

tions or companies collect personal privacy or sensitive data on the Internet, which means that
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Figure 3.1: Proposed Architecture of XAI-FML

personal information of sensitive data must be protected, and the individual has the right of

management to access data or information for himself or herself. The figure 3.2. Shows the

flow chart of XAI-FML based healthcare system where input data sent from various sectors

of hospital like doctors, receptions, laboratories, management, clinical staff etc. The data then

forward to the FML based Model for processing of the raw input data. After processing data

transfer to the testing module and then executing phase. After testing if data is not according

to defined example it repeats its iteration otherwise forwarded next. And then data transfer to

cloud data storage centre in the final formed. And then final output generated and accessible to

all sector by following the security algorithms. The main purpose of selecting FML technology

for data classification and security because its perform its internal functionality on every single

node in spite of whole architecture. After processing it transfer final processed data to central

server.

3.5 Working of XAI Model

There are few surveys explore the effects of explainability and artificial intelligence in medical

industry [129]. XAI mainly implemented to diagnose and in surgery. The generic application

of XAI in diagnose can be easily understood through the figure 3.3. The figure adopt intrinsic

and post-hoc XAI, which enable AI based examining tool to examine PHR and provide efficient

decision making procedure to physicians. While in post-hoc XAI methodology the concept of

black box has been used for medical diagnose and give final decision. The explanation provided

to physicians based on the decision of black box.

Since few years, the need and importance of XAI has been required in few sectors like ,

medical, education, and industrial work. Due to the complex nature of work, decision making
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Figure 3.2: Proposed Flow-chart of XAI-FML based e-healthcare system

Figure 3.3: Application XAI using intrinsic and post-hoc method to make decision in diagnoses

and efficient systems are need of hours to interpret hard and difficult models with ease. Though,

black box model have threatening nature, to implements it in healthcare sector will cause risk

in diagnosis applications. It will also give unjustified and unreliable decision to physicians in

diagnosis decision. Many studies try to overcome this issue in healthcare industry. Therefore, in

the field of healthcare, the DL model which are AI based used for medical applications. Hence,

it needed to design XAI based healthcare model which helps to overcome the issue of DL and

black box. Though, many surveys and researches uses DL in medical applications, it is time to

shift to XAI based application to provide more ease to physician to make efficient decision in

diagnosis and surgeries as well. It will surely help and motivates medical researchers to deploy

XAI model in medical applications and systems.

In this research work, we use XAI intelligent system and its model to make the healthcare
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systems more efficient and secure. How XAI is embedded in our research scenario, here we

demonstrate the working of XAI model which we show in figure 3.2. It is based on some step

are as follows:

• e-Healthcare Systems: Every healthcare systems contain sensitive and private informa-

tion or data of its patients or hospital. For every diagnose and analysis a AI based decision

making model has been used, which helps to predict the chances of risks in disease or in

diagnoses.

• Predictions: Then the PHR is used for prediction by XAI based decision making model,

which get explanation.

• Explain-ability: The obtain explanation analysed by the practitioner or consultant. Then,

the practitioner will validate the result which is generated by XAI based model to get

transparency.

• Correct Prediction: If prediction becomes correct, then medical knowledge helped to

get recommendations.

• Wrong Prediction: If unfortunately prediction become wrong, then concept of contra-

diction has been used between medical knowledge and concept of explainability, and

suggest improvement in XAI model for correct future prediction or result.

Figure 3.4: Proposed XAI decision making flow chart

The figure 3.4, illustrate the flowchart of the XAI based decision making flow chart, which

can helps in medical section for expert and accurate prediction. Here, an example which can

better explain the working of this proposed flowchart. Suppose, a patient with higher blood

pressure comes to diagnose, consultant will examine and send the diagnosed report to the physi-

cian, report will be based on the input parameters like pulse rate, body temperature. An XAI
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based model predicts the severity level of the blood pressure and generate alarm according to

diagnose. The report send for final analysis, if the medical knowledge and XAI model pre-

diction will be same then the diagnose will be correct and doctor prescribed medicine. In a

case if prediction gets wrong and the result of medical knowledge and doctor are different then

the next round will be generated till the AI model improves it working and generate correct

decision.

3.6 Working of FML Model

In our thesis research work, we select e-healthcare industry to make systems efficient and se-

cure, where every connected node becomes more efficient and secure by using FML algorithm.

FML algorithms is based on three steps, Data training on local models, uploading trained data

model to central server for data aggregation to cloud and then again data available to all con-

nected nodes for further validation and testing phase. In this scenario, XAI helps to system to

become more efficient and easy to understand for all clients or users. FML helps the clients to

train data globally with breaching the privacy of the systems and data. In healthcare industry,

patients personal health record is the main sensitive data which needs to be focused. In this

research we mainly focus to secure PHR through FML and make healthcare systems efficient

by using explainability (XAI).

Figure 3.5: Proposed Architecture of FML

The technique for preserving privacy illustrated in the figure 3.5, which is based on three

steps:
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• Work Initialization:

At a single time thousand of multiple devices or nodes are connected to the central or

main servers and performing the training steps. Then data training servers specify the

training process and set parameters of data. After performing training all the trained

model send its data to the main central server for further proceedings.

• Local Model Training:

One the basis of main server model, all the connected nodes train their models locally

to update the selected parameters by global server. The main purpose of this step is to

identify the parameters which minimize the loss function and then updated parameters

sent back to the main servers. By following all these steps the flow chart of a single node

data training and aggregation is represented in the figure 3.6.

• Globally Data Aggregation:

When central servers receives all the parameter collected from local model or connected

nodes, the main server update them and sent them back to their recipient devices to avoid

data loss.

Then finally step two and three keep repeating until it reached the correct rate of accuracy

with minimum loss detection. Here FMLA face some challenges during parameter updating

and model training which are as: Non-ID data: All the data which has been sent to server

with unknown and random ids, which cause big chance of privacy breaching. There may be

chance of misplacement of data occurs and every connected node collect data on the basis of

its connected environment. No. of clients: Learning models evaluate the data on the basis of

connected devices or nodes and that data which is important. In this scenario, the number of

connected nodes is big challenge as the connection lost and devices lost the connectivity, the

data sent after training back to nodes with tendencies is big challenge. Server’s Parameter:

After increasing the work-load of large numbers of connected nodes effects the process of

communication and central server aggregation. So, through server’s parameter it is important

to resolve by using FML. It helps to minimize the number of epochs round of communication.

It reduce the cost of systems.But the main issue is, it needed more efficient and secure system to

handle the data (while uploading and downloading the data), for data efficient distribution and

training of data. Connected battery and memory space: All the connected device (working

according to architecture of FML) have limited battery consumption and effects the memory
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Figure 3.6: Proposed flowchart of client model training and aggregation by using FML architecture

space of local as well as globally. Though, SGD (Stochastic Gradient descent) model is used

to train each iteration, working also with many DL based algorithms which effects the cost of

systems badly. In order to recover these elements an efficient model has been designed.

Our proposed system is designed to make secure and efficient aggregator, which is beyond

large size cryptographic techniques. At the same time, our proposed system accept third node

(if they are trusted or not) on the basis of secure aggregator which set-up its keys. In many

security algorithm at the end secret key revealed before them, that exploits the confidentiality

of the systems, and also expose the secret key of drop-out client during process of aggregation.

Our model helps to keep the secret key of drop-out devices and restrict the device to join in

upcoming round of aggregation till new key adding them. In our proposed approach we use

cherry pick low overhead aggregation model (C-P LOHAM), which is other than lightweight
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and hashing cryptographic algorithm. Our proposed model helps to increase the efficiency and

security of system. It will not trust third party and reveal secret key to them, which drop-out

due to low battery consumption. On this basis of this, our crafting design for FML and secure

data aggregator of every single model.

3.7 Efficient and Secure Data Aggregation Protocol

Now, here we represents the protocol for secure data aggregation model and its algorithm with

mathematical working. For the cryptographic calculation we use fractional values as practi-

cal. The vector-value shows that updated value should be in the form of integers. We adopt

common-scaling-factor technique, because large scaling values (sv) helps to scale fractional-

value (fv) in integers. Specifically, fv and sv is given, we get integer values as fv as fv =

b.fc.sv.c . The approximation of fv converted into fv/sv. After applying such things to our

context, we scaling down the data aggregation model. In this calculation, it is to be sure that

scaling function will not compromise the result and its quality. the space for scaling integer is

(232or264). Our proposed security algorithm 1 as been show as follow:

The steps which we compute in every single model are: Initialization: Suppose in our

system, there are X no. of clients and every client has unique index of integer iϵ[1.X]. In

this step every single node or connected device create its key by its-self, which later share to

main server as public-key. Let, C be cycle of prime numbers P, along with generator G. Also,

A : {0, 1}∗ → ZP is the mapping of hashing cryptographic step of measuring string length

in the form of integers ZP. Every client C_i creates a private key PR_ki = xiϵZP and public

key PU_ki = GxiϵG to the main or central server. Then every C_i get public key other party

and calculates X_ki,j = A(PU_ki)xi, here i, j ϵ X and j ̸= i. FML Security: Here we discuss

about the security of aggregation process of just 1 epoch round. The main server select the η

fraction of clients. Here we donated selected no. of clients with Xs. The set Xs and global

model vector Gw sent to selected client. every selected client Xk(kϵXs), here training process

executed and global model generates Gw(k). The masked updated model is created on the basis

of blinding factor. Specifically, In vector model Gw(k), every element of model regenerates

blinding factor and produce Bk

The main idea for security of aggregation model over masked aggregator model is, if on

client of third party forged the input value and add randomness to its, then other client remove

that randomness from its value. Afterward, that randomness removed when summation of
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Algorithm 1 Working of Secure Aggregator (FML)
Initialization:
for every client X do

PRi = xiϵZP
PUi = GxiϵG
Upload PUi to main server
for every jϵX, j ̸= i do
download PUi from main server
calculate CKi = A((PUj)

xi)
end for

end for
Execution of Server:
Initialization of G0

for each round t = 1,2,3,.... do
Fraction of client and create set τ t

for for every client C_k in τ t do
G

′t
k ← client updation (Gt−1, τ)

end for
G

′←ΣkϵτG
′t
k modm

G
′← 1

|τt| .G
′

end for
(Updating at Client side (Gt − 1τ t):)
G← Gt − 1
Cut dataset DSk into batches β
for every epoch E from 1 to e do

for every batch β in β do
G G - η.▽ sv (G;β)

end for
end for
Gt

k G
Create vector Bt

k (blinding factor)
Bt

k(n) = Σnϵτ,n(−1)k>nA(CKk,n||b||t)
Calculate G

′t
k ← Gt

k +Bt
kmodm

return G
′t
k to the main central server

clients duplicated input formed. In particular, every BK(n) for nth-element in Gk generated as

equation 3.1:

Bk(n) = Σnϵτ, n ̸= τ (−1)
k>n

A(CKi, ||b||t) (3.1)

where (−1)k>n = −1 if k>n and 1, otherwise ’t’ is counter. It can be calculate by the total of

every blinding factorΣkϵτBk(n) is 0 and τ is calculate when the Xs is formed.

From the above , mentioned Gk updated model where every element consider to base on

34



message m (where m = 232), every client Xs build a factor Bk and calculate as equation 3.2:

G
′

k = Gk +Bkmodm (3.2)

here modulus operation is used to calculate the performed operation. After receiving the up-

dates of masked model, the main or central server computes equation 3.3 and get equation 3.4

as:

ΣkϵτG
′

kmodm = Σkϵτ (Gk +Bk)modm (3.3)

ΣkϵτGkmodmasΣkϵτBk=0 (3.4)
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CHAPTER IV

RESULTS & DISCUSSION

In this section, we perform practical proofs and shows experiment results. Then represents a

comparison graph which shows the performance of Traditional FML, our proposed approach

and comparison of FML and ML techniques (helps to show better performance.

4.1 Computational Proof of Security: Proposed Secure FML Algorithm

To prove the efficiency and security enhancement of our proposed model and algorithm, we

choose Diffie-Helman problem, its working along with theorem as:

Definition: A cyclic group CG of order of prime number P with generator G. The CDH is

consider as hard problem if, for polynomial time probability of algorithm ABC and value a &

b calculated from ZP: Pr[ABC(CG;P ;G;Ga;Gb) = Gab] is neglected.

Theorem: The hardness of CDH problem, our proposed system guarantees that main cen-

tral server learns the secure aggregate model updates, without considered that client model

update or not. Here is a case scenario, that if both sides (client or main server) update model

at the same time collision occurs, now client model will keep the updated version (if it is true

client).

Proof of Security: Every values which updates in client model CK, will keep the masked

value and generate the key by using blinding factor CKkey,n : A((Gxn)xkey). By using this we

show that main central server is unaware from the client’s secret key CKkey,n. In our system

we proposed that main server can access only public key Gxi of every client X, according to the

setup of system. According to the CDH problem it is hard to prove that GaandGbisequaltoGab.

Therefore, on the basis of available public key GxkandGxn , the main server is not allowed to

inter-fare in client’s secret key CKkey,n = A((Gxn)xk), Then, we check the cause of collision

where single node collide with the main server at the time of updation. At this point every

single connected node or client share its private data to the main server. Now, here is the time

when no data loss, and we give a proof of security. The real node or client is represented by Ci.

Suppose set-of-client is denoted by ε in the aggregation round t and real client is denoted by

εr and set of all those client who collide with main server is denoted by εsc. Just for revising
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the data which we sent to real client Ci is represented in equation 4.1for thee n-th element off

Gw(i):

Gw(i)(n) + ri(n) = Gw(i)(n) + Σn∈ε,n ̸=i(−1)i>nA(CKi,n||b||t) (4.1)

Then, εr and εsc, Σn∈ε,n ̸=i(−1)i>nA(CKi,n||b||t) can be split into two part as presented in

equations 4.2 and in 4.3 ;

Σn∈ε,n ̸=i(−1)i>nA(CKi,n||b||t) (4.2)

Σn∈εsc(−1)i>nA(CKi,n||b||t) (4.3)

So, the data which main hosting server get is represented as 4.4:

Gw(i) + Σn∈ε,n ̸=i(−1)i>nA(CKi,n||b||t) + Σn∈εsc(−1)i>nA(CKi,n||b||t) (4.4)

As εsc wjich collide with the main servers, now able to expose to the main server its part:

Σn∈εsc(−1)i>nA(CKi,n||b||t). By getting the collision from εsc then main server will get 4.5 :

Gw(i) + Σn∈ε,n ̸=i(−1)i>nA(CKi,n||b||t) (4.5)

After performing all the calculation, it can be concluded that real client’s Ci updated model

secure the data, as the honest collaboration created between all other real clients Cr. Now, the

masked model and real client can be easily detected by the main server. This complete process

helps to finish the proof of security.

4.2 Experiment: Interface and System Specification

For the practical implementation and result an open source collaborator has been used. It helps

to implement ML and FML based algorithms by using different datasets for many tasks like

data classification, image diagnoses, data maintaining and many others. This framework has

been developed to facilitate open research and experimentation with Federated Learning (FL

and FC) and other machine learning techniques, an approach to machine learning where a

shared global model is trained across many participating clients that keep their training data

locally. The following table 4.1 shows the system specification.
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Table 4.1: System Specification for Experiment

Processor Intel(R) Core(TM) i3-3110M CPU @ 2.40GHz
Memory Installed (RAM) 8.00 GB (7.89 GB usable)
System Type 64-bit Operating System, x64-based processor

4.3 MNIST: Dataset

The dataset MNIST 1 contains data in the form of images. This dataset consider as an im-

portant data for the practical experimental in the field of ML and AI. Basically, it helps to

compare and analyse the performance of ML algorithms. The MNIST dataset contains 60,000

images as a sample and have around 10,000 images for testing phase. Therefore, due to low

computational space and power, in our experiment we use 500 of images and keep 20% for

testing and remaining for training. The data contain all images of grey-scale vision with 28x28

(0-255 values) dimensions and having variant classes. By using the MNIST dataset following

experiments has been performed to evaluate the performance. Firstly, it has been conducted

on ML algorithms as a baseline. It will helps to make efficient comparison with the proposed

approach. Then, proposed FML algorithms has been used for experiment and then lastly, the

concept of explainability has been measured.

4.4 Experiment 1: With ML or Centralised learning Algorithms

The purpose of experiment 1 is to evaluate the architecture and performance of ML or cen-

tralised learning algorithms. And later on, the results used for comparison. In results the rate

of calculated accuracy and after testing and training can be seen in the figures 4.1 and 4.2. The

number of epochs and batch size (BS) value keep the same for further validation. By taking

less BS the computational power is higher for training and testing phase. After passing from 20

epochs, and having BS=16 the training accuracy rate is 95% and testing accuracy is 90% with

little bit overfitting. This result will be used for next comparison in experiment. The figure 4.3

shows the confusion matrix of the performed model.

1https://github.com/gargarchit/Federated-Learning-on-MNIST
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Figure 4.1: Training Testing Accuracy rate by using Centralised Learning Algorithms where batch-size vary and
having epochs=20

Figure 4.2: Training & Texting Loss rate by using Centralised Learning Algorithms where batch-size vary and
having epochs=20

4.5 Experiment 2: With Local Differential Model

The purpose of experiment is to calculate the rate of accuracy that how LDM effects the accu-

racy rate and data loss rate vs. effects of FML in large or small data distribution. In results, the

training and testing accuracy rate in presented in figure 4.4 and 4.5, based on multiple epochs,

where as no. of clients X= 5 and BS=16. And matrix of performed experiment represented

in figure. And lastly, privacy ∈ presented in figure 4.6. It can be easily seen that green and

purple color lines show the worse output by using private differential method. At this point we

can change by epochs and BS variations. By taking large epoch size FMLA stops working.
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Figure 4.3: Diagram of Confusion Matrix: Training=95% & Texting=90% by using Centralised Learning Algo-
rithms where batch-size=20 vary and having epochs=20

Basically, it seems alright because on local model too number number of clients X are diffi-

cult to handle which cause loss of clients at the time of aggregation of model at main central

server. Lastly, It seems the cost for the deploying LDM increases as number of samples in-

crease. Which also proves that as BS and epochs size increase the rate of accuracy in higher

security also increases.

Figure 4.4: Training & Testing Accuracy rate by using proposed federated averaging algorithm at global level
where BS=16 and no. of client X=5

40



Figure 4.5: Training & Testing Loss rate by using proposed federated averaging algorithm at global level where
BS=16 and no. of client X=5

Figure 4.6: Privacy cost (Epsilon∈) by using proposed federated averaging algorithm at global level where BS=16,
no. of epochs=5 (which is fixed) and no. of client X=5

4.6 Experiment 3: Calculating Time Consumption

The purpose is to make comparison between traditional FMLA and our proposed FMLA work-

ing and execution time. As in result parameters set as default value like epochs=5, BS=16 and

X=5. These parameters helps to remove redundancies from the results. The comparison be-

tween proposed algorithm and traditional federated learning algorithm has been shown in table

4.2, by using different and multiple number of epochs, rounds, clients, batch sizes. The time

consumption has been computed by using standard deviation formula on almost 5 rounds.
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Table 4.2: Computation time of traditional FML and proposed FML by having different epochs, clients and batch-
size

Algorithm epoch=5 epoch=10 epoch=15
Federated Averaging 37.23 ± 1.75 68.42 ± 0.89 99.58 ± 1.17
Federated Averaging (Differ-
ential privacy)

195.21 ± 0.59 375.28 ± 4.10 554.04 ± 0.95

Increasing rate x5.11 x5.47 x5.58
Algorithm BS=16 BS=32 BS=64
Federated Averaging 22.93 ± 0.23 17.49 ± 0.13
Federated Averaging (Differ-
ential privacy)

148.37 ± 1.41 134.89 ± 0.45

Increasing rate x5.11 x6.20 x7.46
Algorithm client=3 client=5 client=10
Federated Averaging 33.54 ± 0.45 38.58 ± 0.46
Federated Averaging (Differ-
ential privacy)

207.51 ± 1.97 260.327 ± 1.78

Increasing rate x5.11 x5.48 x6.70

4.7 Experiment 4: Explainability in FML

The purpose of our experiment is to show that concept of explainability with the collaboration

of FMLA significantly brings a bring change in performance and efficiency of systems. A

SHOP plotting model is a traditional model helps to train data by following the concept of

explainability. The figure 4.7, helps to illustrate the plot where DP and FML averaging models

has been implemented. Here we can see that images are more clear and easy to understand. It is

all due to feature of neural networks (MLP). The vision of (a) where proposed FML used show

more crisp and understand image rather that (b) where data trained using centralised learning

and (c) where model of FML with DP has been trained.

4.8 Comparison with State-of-Art

In our thesis research,it has been discussed that our proposed approach and security algorithm

on MNIST dataset achieves higher accuracy rate with (19, 10−4), where best parameter used

to provide better performance. Our performance has been compared with the research work of

Michael Quach [121], where accuracy rate on differential privacy achieved (17, 105). In our

research work, algorithms proves the higher accuracy and less time consumption. And in the

context of explainability, proof of security has been discussed with computational analysis.
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Figure 4.7: SHAP plotting model for image training where (a) shows Proposed FMLA model (b) Centralised
learning algorithm (CLA) and (c) FML with DP has been trained by using MNIST dataset collected from Github
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CHAPTER V

FUTURE WORK AND CONCLUSION

FUTURE WORK

Since few years, many ways has been proposed to measure and evaluate the performance of

XAI, but no proper platform has been proposed, which show practical implementation. There-

fore, there are no proper channel to show the working of XAI and non-XAI model [59]. Some

of the measures which have been taken are just theoretical, from user and view point (for just

user satisfaction). It can only be measured by subjective discussion and clarity. Now the ques-

tion arises: Does just theoretical explanation fulfill the need of advance XAI system? So, the

answer: it is still under processing as a future work. Currently, the concept of XAI can be easily

explained through models, frameworks, flowcharts, which helps little bit to evaluate the flow

of XAI based model.

Issues and Challenges for XAI

For the effective collaboration of XAI and ML has some common and essential issues and

challenges listed as:

• Computer vs. Users:

Can XAI explain system or knowledge to users particularly? How can we XAI explain

to end users to collaborate with system and respond back as feedback?

• Interpretation vs. Accuracy:

A major thread and problem for XAI is the interpret-ability, its limitations and challenges.

Interpret-ability needs adjustment to get higher rate of accuracy by maintaining balance

between interpret-ability, tracking and accuracy rate.

• Competencies vs. Decision:

A team of highly qualified experts needed to make system understandable. So, its impor-

tant to make competent AI systems for end users. And the thing is, how competency is

measure and helped in decision making?
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• Confidentiality:

In XAI, the Decision making algorithm consider as confidential trading secret. So, it was

quite difficult to find training, testing and validation updating to set functional goal. In

case, if code or programmer unable to come or rectify the code its hard to overcome the

shortcoming of algorithm.

• Injustice:

In XAI, the system should follow the legal privacy policy and moral code of the algo-

rithms. It must maintain the clarification.

• Privacy or Security:

Similarly, Privacy and security is the key element of any decision making system. In

XAI, security algorithms are essential to implement as according to described literature

review, it is hard to perform practical implementation ion it.

• Complexity:

Most o the time, XAI based algorithms are complex in nature. And XAI have many

alternative ways to create algorithms.

• Practical Implementation:

As XAI is an advance invention in the field of AI. It is quite hard to implement XAI

practical, because no proper framework or interface is available for implementation. Till

now its all about theoretical discussion.

Issues and Challenges for FML

Now, Federated Machine Learning Algorithms (FMLA) is new and advanced technology. SO,

it also contain some issues and challenges as well. Some of the main challenges of FML, which

needs to addressed in future are as:

• Efficient Communication:

In FML, efficient communication (EC) is an important factor while developing model

or system. It (EC) is essential because in FML scenario multiple and large number of

devices or nodes are connected to each other for communication. Due to over burden,

the whole system will become slower, because every single connected node train their
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data and sent to cloud or main server for data aggregation. There are two types of rec-

ommendation overcome this issue.

1. shortening the communication rounds in numbers, and

2. reducing the size of data file in every round of epochs.

• Heterogeneity (of Systems):

In FML based systems the power of computation, storage space and communications

skills with devices differ from each other significantly. Due heterogeneity of the sys-

tem, sometimes few device dropout due to low connectivity power in training process

and create unreliability in the systems, which mainly cause fault tolerance in the sys-

tems.Therefore, FMLA must be designed in a way that:

1. decrease the limit of connected nodes or enlarge the network functionality by using

advance algorithms,

2. hardware manage or resolve fault tolerance, and

3. having robustness in lost devices in a network.

• Statistical (Heterogeneity):

By using FMLA, devices connected to main server by containing anonymous identity in

the network. The data which train and sent to main server may vary from every device to

device or node to node. And the framed structured create relationship between devices

and connection host which is used for association. It crate trouble in data modeling,

testing and evaluation of the systems.

• Privacy concern:

Due to privacy and security concern, FMLA allows the node to keep raw data on the local

host. SO, in the step of data training at local host my breach the privacy of the data and

reveal the information to irrelevant user or the main central server without passing from

training step. Recently few privacy preserving methods has been used in FMLA: secure

multipart computation (SMC) or differential privacy (DP). Recently, ML based privacy

preserving methodologies or strategies has been used to enhance system performance and

efficiency: homomorphic encryption (HE) for data encryption, and for security multi-

party computation and safe functioning. Though currently, FML used ML techniques to

deal with the privacy element but it should work on its own framework by using FML

model and enhance the system efficiency more effectively.
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CONCLUSION

In this thesis research, we use concept of explainability in AI and federated machine learn-

ing algorithm, for the efficiency and security of healthcare systems. We have documented and

implemented optimised federated machine learning averaging model to optimised the perfor-

mance of the system. For result comparison two more concept has been used to present the

performance: Centralized learning algorithms and federated learning with differential privacy.

The proposed algorithm has been evaluated on the MNIST dataset. We proposed an efficient

e-healthcare framework, and detail model with flow-chart of whole healthcare system. For

practical experimentation and better results and analysis, we use google collaborator and FML

algorithm to test and train the dataset of PHR collected from Github website. The final results

show the efficient system performance by implementing federated averaging algorithm on open

source FL platform. The evaluating graphs shows the accuracy rate by taking epochs size 5,

batch size 16 and no. of clients 5, which shows higher accuracy rate with ((19, 10−4). Finally,

it shows the state of art and accuracy comparison with different research values.
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